Rules for Safe Computing
By Leo Laporte.


The following takes place on a call in radio show.



But here’s the thing, If you’re infected, it may be much worse than you think.

Now the safest and best thing you can do is back up the data, reformat the drive and

reinstall from a known good source.

Leo does this twice a year as preventative maintenance against Bit Rot on Windows and

to keep his box fast for production at the Twit network.



Adam calls in to suggest that when people do a restore,

they should scan their data on the backups to be sure they don’t get reinfected. Leo agrees.

Restore your system and update it, Install your AVS (Antivirus software),

and then scan your data Before Restoring it.



Leos Six Rules for Safe Computing


1.
Don’t open email attachments; even if it’s from someone you know.

If you do get something from someone you know, make sure that they really sent it to you.

Email attachments are the number one way viruses and trojan horses get into your email.

You might also want to turn off HTML email in Outlook and other programs. HTML emails are just as dangerous as rogue web sites, and can spread infections just by previewing them.


2.
Don’t click links in email. That link could lead you to a phishing site, or the link may lead you to install malicious software.

Copy and paste links into your browser, or type them in by hand instead. Another reason to disable HTML email - the HTML hides the real destination of that seemingly innocuous link.


3.
Don’t download files from places you aren’t absolutely sure are safe. Stick with the well known sites.

Teenagers who use filesharing software like BitTorrent, Azureus, Kazaa, Morpheus, Grokster, and Limewire, often unwittingly download spyware and trojans.

If you must, quarantine all downloads then scan them a few days later with an updated anti-virus program.


4.
Update your OS regularly!

Turn on automatic updates in OS X and Windows.

Apply all critical updates immediately.

Criminals often create hacks within 24 hours of Microsoft’s patches (these are called zero day exploits), so you need to protect yourself the day the patches appear.


5.
Use a firewall.

The best firewall is a hardware router - the kind you use to share an internet connection.

Even if they’re not billed as firewalls, they are, and they’re quite effective.

I also recommend turning on your operating systems firewall - even if you have a router - but I don’t recommend third-party software firewalls, they cause more problems than they solve.


6.
Never run as an administrator in any operating system.

Administrators have way too many privileges that malicious people/code can take advantage of.

Run as a limited user as much as possible. Windows 7 / Vista, Linux, and Mac OSX allow you to run a majority of features, but with some additional safety, as a limited user.



Footnote: By Leo Laporte on the Twit.tv Network.

http://techguylabs.com/radio/ShowNotes/Show327#toc3 and

http://techguylabs.com/radio/ShowNotes/Show542#toc16

